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NEW VIRTUAL MACHINE

Mew Virtual Machine Wizard MNew Virtual Machine Wizard H

Choose the Virtual Machine Hardware Compatibility
i Which hardware features are needed for this virtual machine?
Welcome to the New Virtual

Machine Wizard

Virtual machine hardware compatibility

Hardware compatibility: | workstation 14.x% W
A What type of configuration do you want? Compatible with: o | ES¥ Server
TMWAR 1 () Typical (recommended) Compatible products: Limitations:
WORKSTATION Create a Workstation 14.x virtual machine Fusion 10.x 64 GB memory
in a few easy steps. Workstation 14.x 16 processors
10 network adapters
8 TE disk size

(@) Custom (advanced)

Create a virtual machine with advanced
options, such as a SCSI controller type,
virtual disk type and compatibility with
‘ older WMware products.

e < Back Cancel ep <Back Cancel




LINUX, OTHER ...

Mew Virtual Machine Wizard

Guest Operating System Installation

A virtual machine is like a physical computer; it needs an operating
gystem, How will you install the guest operating system?

Install from:
Installer disc:

Mo drives available

() Installer discimage file (isa):

D:\dsersthw. hilgersom\Documents\Software per 1S0OY

m
=]
A

m

(®) I will install the operating system later.
The virtual machine will be created with a blank hard disk.

Help < Back

Cancel

Mew Virtual Machine Wizard

Select a Guest Operating System
Which operating system will be installed on this virtual machine?

Guest operating system

() Microsoft Windows
) Linux

() Novel NetWare
() Solaris

() VMware ESX

() Other

Version

Other Linux 4.x or later kernel 64-bit

Help < Back

Cancel

B




PFRT1 (PoliForma RouTer 1

MNew Virtual Machine Wizard

Hame the Virtual Machine

What name would you like to use for this virtual machine?

Virtual machine name:
PFRT|

Location:

Di:\Jsersihw. hilgersom'\Documents \Wirtual Machines\PFRT 1

The default location can be changed at Edit > Preferences.

< Back

Browse,..

Cancel

Mew Virtual Machine Wizard

Processor Configuration

Spedfy the number of processors for this virtual machine.,

Processors

Mumber of processors;
Mumber of cores per processor:

Total processor cores:

Help

= Back

Cancel




DEFAULT

Mew Virtual Machine Wizard

Memory for the Virtual Machine
How much memory would you like to use for this virtual machine?

Specify the amount of memary allocated to this virtual machine. The memory size
must be a multiple of 4 MB.

&4 GB Memary for this virtual machine: i = mB
32 GB
16 GB q

&GE
. @ Maximum recommended memaory:

3 GE 13.4GB

1GE 4
512 ME [ Recommended memaory:
256 ME 758 MB
128 ME
&4 MB [ Guest 05 recommended minimum:
32 ME <] 32 MB
1& ME
EME
4 ME

Help < Back

Mew Virtual Machine Wizard

Hetwork Type
What type of network do you want to add?

Metwork connection

(") Uze bridged networking

Give the guest operating system direct access to an external Ethernet
network, The guest must have its own IP address on the external network,

(®) Use network address translation (NAT)

Give the guest operating system access to the host computer's dial-up or
external Ethernet network connection using the host's IP address.

(7 Use host-only networking
Connect the guest operating system to a private virtual network on the host
computer.

() Do not use a network connection

Help < Back




DEFAULT

Mew Virtual Machine Wizard

Select 1/0 Controller Types
Which SCSI controller type would you like to use?

1/O controller types
SCSI Controller:

() BusLogic (Maximum disk capadty: 2 TE)

(@) L5 Logic (Recommended)

() LSI Logic SAS

Cancel

Mew Virtual Machine Wizard

Select a Disk Type
What kind of disk do you want to create?

Virtual disk type

(JIDE

(@ 5CSI (Recommended)
() SATA

(I NVMe

Cancel




DEFAULT

Mew Virtual Machine Wizard

Select a Disk
Which disk do you want to use?

Diizk:
(@) Create a new virtual disk

A wirtual disk is composed of one ar more files on the host file system, which
will appear as a single hard disk to the guest operating system. Virtual disks
can easily be copied or moved on the same host or between hosts,

() Use an existing virtual disk

Choose this option to reuse a previously configured disk.

() Use a physical disk (for advanced users)

Choose this option to give the virtual machine direct access to a local hard
disk, Requires administrator privileges.

Help < Back Cancel

MNew Virtual Machine Wizard

Specify Disk Capacity
How large do you want this disk to be?

Maximum disk size (GEB): | 3.0 =

Recommended size for Other Linux 4.x or later kernel 64-hit: 8 GB

[] allocate all disk space now.

Allocating the full capadity can enhance performance but reguires all of the
physical disk space to be available right now. If you do not allocate all the space
now, the virtual disk starts small and grows as you add data to it.

() Store virtual disk as a single file
(®) Split virtual disk into multiple files

Splitting the disk makes it easier to move the virtual machine to another computer
but may reduce performance with very large disks.

Cancel

Help < Back




DEFAULT

MNew Virtual Machine Wizard
Specify Disk File
YWhere would you like to store the disk file?

Disk: file

A 8 GB virtual disk be created using multiple disk files, The disk files will be
automatically named based on this file name.

Browse. ..

Help « Back

Mew Virtual Machine Wizard

Ready to Create Virtual Machine

Click Finish to create the virtual machine. Then you can install Other Linux
4% or later kernel 64-bit,

The virtual machine will be created with the following settings:

Mame: PFRT1 -ﬁ
D:YWsersthw. hilgersom\Documents \Wirtual Machines?, ..
Version: Workstation 14.x

Operating System: Other Linux 4.x or later kernel 64-hit

Location:

Hard Disk: 8 GB, Split

Memory: 708 MB

Metwork Adapter:  MNAT

Other Devices: CD,/OVD, USE Contraller, Printer, Sound Card W

Customize Hardware...

< Back




Add ... Network Adapter

(7] PFRTT

Power on this virtual machine

EIEcIit virtual machine settings

Virtual Machine Settings

¥ Devices
0 Memory 768 MB Hardware | Options
H Processors ! Device Summary Memory
i Hard Disk (SCSI) 8Ge Specify the amount of memory allocated to this virtual
)CD/DVD (IDE) Auto detec #4 Memory 768 MB machine, The memary size must be a multiple of 4 MB.
_ [d Processors 1
EENetwork Adapter NAT {2 Hard Disk (5CST) 8GB Memary for this virtual machine: 768 2 MB
k=g USE Controll P t -
a antrofler resen /CD/DVD (IDE) Auto detect Add Hardware Wizard
@) Sound Card Auto detec TS network Adapter NAT
&= Printer Present USE Contraoller Present Hardware Type
B0 \s | Sound Card Auto detect What type of hardware do you want to install?
S Display Auto detec &= Printer Present
Spisplay Auto detect Hardware types: Explanation
¥ Description \Hard Disk Add a network adapter.
;Jinf: to enter a description of this virty J)CD/DVD Drive
- ) [H Floppy Crive
USB Controller
is' ! Sound Card
E Parallel Port
@ Serial Port
E:\Prinber
Generic SCSI Device
i Trusted Platform Module
Add... Remove

e



Host-

on

Hardware | Options

Virtual Machine Settings

Device Summary
I Memary 768 MB

I:I Processors 1
L=iHard Disk (3CSI) 8GB

“y CDJOVD (IDE) Auto detect
FEINetwork Adapter NAT
F&Netwark Adapter 2 NAT
USE Controller Present
&) sound Card Auto detect
@Printer Present
gDispIay Auto detect

Add... Remaove

Device status
Connected
Connect at power on

MNetwork connection

(_)Bridged: Connected directly to the physical network

Replicate physical network connection state

(_JNAT: Used to share the host's IP address

) Host-only: A private network shared with the host
ustom: Spedific virtual network

VMnetd

(_JLAN segment:

LAN Segments... | | Advanced...

Cance Help




SELECT ISO FROM DOCUMENTS OR DOWNLOADS

Power on this virtual machine
E’IEcIit virtual machine settings

» Devices Virtual Machine Settings

i Memory 1GB Hardware | Options

[ Processors 1 )

(224 Hard Disk (SCSI) 2068 Device Summary Jevcesate

= Connected

f | I Mermnory 1GE
" CD/DVD (SATA) Auto detec [ Processors ) Comnect at power on

ENetwork Adapter NAT {4 Hard Disk (SCSI) 20 GB _

USB Controller Present ) CD/DVD (SATA) Auto detect C?nnechon

@-: Sound Card Auto detec %Network Adapter MAT (_JUse physical drive:

(=1 Printer Present LS8 Controller Present Auto detect

. @' | Sound Card Auto detect _
3| Display Auto detec ShPrinter Present (®) Use 150 image file:
3 Display Auto detect D:Ysersthw.hilgersom\Downloads' w

r Description

T;'[:Ehhere to enter a description of this virty e

machnine.

Add... Remove

0K Cancel Help




DEFAULT

FlB=Refresh Display

Your selected environment uses the
following console settings, shown in

parenthese=s. Select any that you wish
to change.

£ Change Video Font (default) >
{ Change 3Screenmap (default) >
¢ Change Heymap (default) >

{ Accept these Jettings >




Custom Install

F1H=Refresh Display

Choose one of the following tasks to
perform.

< Uuick-sEasy Install >

£ Custon Install >

< Rescue config.=xml >
< Reboot >
< Exit >

erform a custom installation of pfSense on this computer system




DEFAULT

F18=Refrezh Display

Select a dizsk on which to install pfSense.

< daB: <{UMuware, UMuare Uirtuwual 5 1.8> Fixed Direct Access 3C35I-2 device >
< Return to 3Select Task >




DEFAULT

F1B=Refresh Display

Hould vou like to format thi=s disk?

You should format the disk if it is new, or if you wWwish to start

from a clean slate. You should NOT format the disk if it contains

information that you want to keep.

Ol R BRI EI A < Skip this step >
{ Return to Select Disk >




DEFAULT

Fl1B=Refresh Display

The system reports that the geometry of daB is
1844 cylinder=s, 255 heads, b3 sectors
This geometry should enable you to boot from this

disk. Unless you have a pressing reason to do
otherwise, it is recommended that you use it.

If you don’t understand what any of this mHeans,
just select ‘Use this Geometry’ to continue.

Cylinders [1844 ]
Heads [255 1
Sectors [63 1

ORI ER S PRSI < Return to Select Disk >




DEFAULT

Fld=Refresh Display

HARNING! ALL data in ALL partitions on the
disk

daB: {UMware, UMware UVirtuwal 5 1.8> Fixed
Direct Access 3C5I-2 dewvice

Will be IRREVOCABLY ERASED!?

Are you ABSOLUTELY SURE vou wish to take
this action? This i= your LAST CHANCE to
cancel!

A Nl A I ¢ Return to Select Disk >




DEFAULT

F1H=Refresh Display

You Hay nod partition this disk if you desire.

If you formatted this disk, and would now like to install multiple
operating systems on it, you can reserve a part of the disk for
each of them here. Create multiple partitions, one for each
operating systemn.

If this disk already has operating systems on it that you wish to
keep, vou should be careful not to change the partitions that they
are on, if you choose to partitionm.

Partition this disk?

LTRSS NI EIa] < Skip this 3tep > < Return to Format Disk >




Accept and Create

F1B=Refresh Display

Select the partitions (also known as ‘slices’ in BSD tradition) you want to
have on this disk.

For Size, enter a raw size in sectors (1 gigabyte = 2897152 sectors) or a

single '« to indicate 'use the remaining space on the disk’.

Size (in 3Sectors) Partition Type HActive?

(16771797 1 [FreeB5D 1 [X1] < Ins > < Del >
< Add >

TN BRI < Return to Format Disk >
{ Revert to Partitions on Disk >




DEFAULT

F1B=Refresh Display

Mo changes appear to have been made to the partition table layout.

Do you want to execute the commands to partition the disk anyway?

ORCEEER LIS RSN < Mo, Skip to Next Step >
< Mo, Returwn to Edit Partitions >




0K

F18=Refresh Display

The disk

daB: <{UMware, UMwuware Virtuwual S5 1.8
Fixed Direct Access 3SC51-2 device

Has successfully partitioned.




Accept and Install Bootblocks

You may noW Wizh to install bootblocks on one or mMmore disks. If you already
have a boot manager installed, you can skip this step (but you may have to
configure your boot Manager separately.) If ypou wish to install pf3Senze on a
disk other than your first disk, you wWwill need to put the bootblock on at
least your first disk and the pf3ense disk.

Disk Drive Install Boothlock? Packet mMode?

[das i [x1 [ ]
[

1 [X] [ 1
£ Accept and Install Bootblocks > < 3kip this 3tep >

¢ Accept and Install Bootblocks > ENINE S




Bootblocks were successfully installed!?




DEFAULT

Select the primary partition of daB
(also known as a ‘slice’ in the B3D

tradition) on Wwhich to install pf3ense.

< 1: 7.99G (63-16771868) id=165 >
¢ Return to Install Bootblocks >




HARNING! ALL data in primary partition
#1,

1: 7.99G (63-16771868) id=165
on the disk

daB: <UMware, UMware Uirtuwal 5 1.8
Fixed Direct Access 3C51-2 device

Will be IRREVOCABLY ERASED!?
Are you ABSOLUTELY SURE you wish to

take this action? This is your LAST
CHANCE to cancel?

< Cancel >




Primary partition #1 was formatted.




Accept and Create

Set up the subpartitions (also known as just ‘partitions’ in BSD tradition)
you Wwant to have on this primary partition.

For Capacity, use "M’ to indicate megabytes, 'G° to indicate gigabytes, or a

single '+’ to indicate 'use the remaining space on the primary partition’.

Mountpoint Capacity

[~ 1 [ 1 < Ims > < Del >
[swHap 1 [2848M 1 < Ins > < Del >
< Add >

O TN [ YT < Return to Select Partition >
< Suwitch to Expert HMode >

T




WAIT ...

susr/binstar -C /mnt/ —xzpf Adistribspfiense.tix=z

/| 5%

£ Cancel >




Standard Kernel

You may noWw Wish to install a custom Hernel configurationm.

< Standard Kernel >

{ Embedded kernel (no UGA console, keyboard >




Reboot

This machine is about to be shut down.
After the Machine has reached its
shutdown state, you may remove the CID
from the CD-ROM drive tray and press
Enter to reboot from the HIDD.

¢ Return to Select Task >




pfSense is now rehooting.

pfSense is now rebooting

After the reboot is complete, open a Wweb browser and
enter https:»-192.168.1.1 (or the LAN IP Address) in the
location bar.

You mMight need to acknowledge the HTTPS certificate if
your browser reports it as untrusted. This is normal
as a self-signed certificate is used by default.

#[IEFAULT Usermame=: admMin
=[EFAULT Password=: pfsense

Rebooting in seconds. CTRL-C
Rebooting in seconds. CTRL-C
Rebooting in seconds. CTRL-C
Rebooting in seconds. CTRL-C
Rebooting in second.. CTRL-C

pfSense is now rebooting.




Welcome to pfSense ...

tall -f pkg" recommended
pfSense (pfSense) 2.3.5-RELEASE amd64 Mon Oct 38 11:88:86 CDT 2817
Bootup complete

FreeBS5D-/amdBd (pfSense. localdomain) (ttyuH]
pfSense - Hetgate Dewice ID: B1592ba7fedbB8Zacdcba
%% Llelcome to pfSense 2.3.5-RELEASE (amdbB4 full-install) on pfSense ===

HAN C(wan) -> emd -> v4-/0HCP4: 197.168.28.178-24
LAN (lan) -> eml -> wv4: 192.168.1.1-24

H) Logout (55H only) 9) pfTop

1) As=sign Interfaces 18} Filter Logs

2) Set interface(s) IP address 11) Restart webConfigurator

3) Reset webConfigurator password 123 PHP =hell + pf3ensze tools

1) Reset 1o factory defaults 13) Update from console

5) Reboot system 14) Emable Secure Shell (sshd)
6) Halt system 15) Restore recent configuration
7) Ping host 16) Restart PHP-FPH

8) Shell

Enter an option: [




Enter an option: 2

tall -f pkg" recommended
pfSense (pfSense) 2.3.5-RELEASE amdb4 Mon Oct 3H 11:88:8H6 CDT 2817
Bootup complete

FreeB3D-amdb4 (pfSense. localdomain) (ttyvH)
pf3ense - Hetgate Device ID: H15892ba7fedbB8Zacdcba
#x# LlelcoMe to pfSenze 2.3.5-RELEASE (amdB64 full-installl on pfSenze ===

HAN C(wHan) -> emd -» v4/DHCP4: 192.168.208.178-24
LAN (lan) -»> eml ->» wvd: 192.168.1.1-24

H) Logout (S55H onlyl 9) pfTop

1) As=sign Interfaces 181 Filter Log=s

2) Set interface(s) IP address 11) Restart webConfigurator

3) Reset webConfigurator password 123 PHP =hell + pfSense tools

1) Reset to factory defaults 13) Update from console

9) Reboot system 14) Enable Jecure Shell (sshd)
6) Halt =ystemn 151 Restore recent configuration
7) Ping host 16) Restart PHP-FPH

8) Shell

Enter an option: 2|




Enter an option: 2

=»xx lelcome to pf3ense Z2.3.5-RELEASE (amdB4 full-install) on pfSensze

HAN (wWan) -> emnbd -» wds0JHCP4: 192.168.28.178-24

LAN (lan) -» eml -» wid: 192,

B) Logout (S5SH only) 9]
1) Assign Interfaces 18)
2) 3et interface(s) IP address 11)
3) Reset webConfigurator password 123
1) Reset to factory defaults 133
5) Reboot system 14)
6) Halt system 15)
7) Ping host 163
8) Shell

Enter an option: 2

Available interfaces:

1 - HAH (emB — dhcp, dhcpb)
2 — LAH (eml - =static)

168.1.1-24

pfTop

Filter Logs

Restart webConfigurator

PHP =hell + pfSense tools
Update from console

Enable Secure Shell (=sshd)
Restore recent configuration
Restart PHP-FPM

Enter the number of the interface you wish to configure: 2|




Enter: 192.168.101.254

HWAN C(wWan) -> emH -» vis0HCP4: 192.168.28.178-24
LAN (lan) -> eml -> wd: 192, 168.1.1-24

Al
1)
2]
3]
d)
2)
6)
7]
8]

Logout (35H onlyl 9
Aszign Interfaces 18)
Set interface(z) IP address 11)
Rezet webConfigurator password 12)
Rezet to factory defaults 13)
Reboot =ystem 14)
Halt suystem 15)
Ping host 16)
Shell

Enter an option: 2

Availahle interfaces:

1 - UHANH (enmB - dhcp, dhcpb)
2 - LAN (eml - =tatic)

pfTop

Filter Logs

Restart webConfigurator

PHP =shell + pfSense tools
Update from console

Enable Secure S5hell (szszhd)
Restore recent configuration
Restart PHP-FPHM

Enter the number of the interface you wish to configure: 2

Enter the new LAN IPvd address.

> 192.168.181. 254}

Press <{ENTER> for none:




Enter: 24

5) Reboot =ystem 143 Enable Secure 3hell (==shd)
6) Halt =zystemn 151 Restore recent configuration
7) Ping host 161 Restart PHP-FPH

8) Shell

Enter an option: 2

Available interfaces:

1 - UAH (enmB - dhcp, dhopb)
2 - LAN (eml - =tatic)

Enter the number of the interface you wWwish to configure: 2

Enter the new LAN IPvd address. Press <{ENTER> for none:
» 1927.168. 181, 254

Subnet mazks are entered as bit counts (as in CIDR notation) in pf3ense.

e.qg. 255.255.255.8
255.255.8.8
255.8.8.8

24
16
8

Enter the new LAN IPvd subnet bit count (1 to 31):
> 24|}




ENTER

Enter an option: 2
Available interfaces:

1 - UHAH (emB - dhcp, dhcpb)
2 - LAN (eml - static)

Enter the number of the interface you wish to configure: 2

Enter the new LAN IPvd address. Press (ENTER> for none:
» 192.168.1681.254

Subnet Masks are entered as bit counts (as in CIDR notation) in pfSense.

e.g. 255.255.255.4
255.255.8.8
255.8.8.8

24
16
8

Enter the new LAN IPvd subnet bit count (1 to 31):
> 24

For a HAN, enter the new LAN IPvd4 upstream gateway address.
For a LAN, press <ENTER> for none:

> 1




ENTER

Available interfaces:

1 - HAH (emB - dhcp, dhcpb)
2 — LAN (eml - s=static)

Enter the number of the interface you wizh to configure: 2

Enter the new LAN IPuvd address. Press <{ENTER:> for none:
> 192.168.181. 254

Subnet masks are entered as bit counts (as in CIDR notation) in pfSensze.
e.g. 255.255.255.8 24

255.255.8.8 16

255.8.8.8 8

Enter the new LAN IPwd subnet bit count (1 to 31):
> 24

For a WAN, enter the new LAH IPwd upstream gateway address.
For a LAN, press <ENTER> for none:
>

Enter the new LAN IPuwE address. Press <{ENTER:* for none:

> i




Enter: n

1 - UAN (emB - dhcp, dhcpb)
2 — LAN (eml - static)

Enter the number of the interface you wish to configure: 2

Enter the new LAN IPvd address. Press <{ENTER»> for none:
» 192.168.181. 254

Subnet masks are entered as bit counts (as in CIDR notation) in pfSense.
e.g. 255.255.255.84 24

255.255.8.8 16

255.8.8.8 8

Enter the new LAN IPvd =subnet bit count (1 to 31):
» 24

For a WAN, enter the new LAN [Pvd upstream gateway address.
For a LAN, press <{ENTER> for none:
>

Enter the new LAN IPwE address. Press <{ENTER> for none:
>

Do you want to enable the DHCP server on LAN? (y-n) nfj




2 - LAN (eml - static)
Enter the number of the interface ypou wizh to configure: 2

Enter the new LAN IPvd address. Press <{ENTER> for none:
» 192.168. 181. 254

Subnet mask=s are entered as bit counts (as in CIDR notation) in pfSensze.
e.g. 255.255.255.8 24

255.255.8.8 16

255.8.8.8 8

Enter the new LAN IPvd subnet bit count (1 to 31):
> 24

For a WAN, enter the new LAN IPuvd upstream gateway address.
For a LAN, press <ENTER> for none:
>

Enter the new LAN IPuvE address. Press {ENTER> for none:
b3

Do you want to enable the DHCP =zerwver on LAN? (y-smn) n
Disabling IPv4 DHCPD...Disabling IPuv6 DHCPD...
Do you want to revert to HTTP as the webConfigqurator protocol? (usn)d yl




For a WAN, enter the new LAN IPv4 upstream gateway address.
For a LAN, press {ENTER> for none:
>

Enter the new LAN IPuvb address. Press {ENTER> for none:
>

Do you want to enable the DHCP serwver on LAN? (y/n) n
Dizabling IPw4 DHCPD...Di=sabling IPwG DHCPD...
Do you want to revert to HTTP as the webConfigurator protocol? (ysnd) y

Please wWwait while the changes are saved to LAN. ..
Reloading filter...

Reloading routing confiquration...

DHCPD. ..

Restarting webConfigurator...

The IPv4 LAN addresz has been set to 192.168.1H1.254-24
You can noWw access the webConfigurator by opening the following URL in your web
brouser:

http:/-192.168. 181. 254~

Press <ENTER> to continue. |




*** Welcome to pfSense 2.3.5-RELEASE ***

The IPv4 LAN address has been set to 192.168.1H1.254-24
You can now access the webConfiqurator by opening the following URL in your weh
brouser:

http:--192.168. 181, 254~

Press <ENTER> to continue.
pf3ense - Netgate Device ID: B1592ba7fedb8Zacdcba

#x¥% lLlelcome to pfSenze 2.3.5-RELEASE (amdb64 full-install) on pfSense ===

HAN (wWanl ->» emHd -» vd/0HCP4: 192.168.728.178-24
LAN (lan) -» emMl —» wd: 192,

a)
1)
2)
3
1)
5]
6)
7)
8)

Logout (33H only) 9)
Assign Interfaces 18)
set interface(s) IP address 11)
Reset webConfigurator password 123
Reset to factory defaults 13)
Reboot =ystem 143]
Halt system 15)
Ping host 16)
Shell

Enter an option: |

168.181. 25424

pfTop

Filter Logs

Restart webConfigurator

PHP =shell + pf3ense tools
Update from console

Enable Secure Shell (sshd)
Restore recent configuration
Restart PHP-FPM



